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w&/J\VRIR (Minimal Protection)

VML 5 At B0 P R 0B 5 10



&) TCSEC/TDI%2H R4 (4)

—C1%%, FFRMNENBERERIF. SEIXH MR
IS E, #HITEEFIUESI(DAC), RIFEPRE] A
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designed, tested, and reviewed)
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Control , BFRDAC)
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4.2.3 HEMFPIER 5

+ HBIFSOLRIGRANTIERIFMREVOKEIR A SEI
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B RBARE R A H DRI R

FTRKE TR BIEKR
HIEERN | ER CREATE SCHEMA
=R CREATE TABLE, ALTER TABLE
L CREATE VIEW
=o CREATE INDEX
#HIE HEAFMIUE | SELECT, INSERT, UPDATE,

DELETE, REFERENCES,
ALL PRIVILEGES

JBT¥ES SELECT, INSERT, UPDATE,
REFERENCES
ALL PRIVILEGES
X AR TR PRI FEUR
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4.2.4 FA5 EW

— . W GRANT
+ GRANTIERJH—HAZFESN :
GRANT <fXBR>[,<#NPR>]...
[ON <XHRAER> <R 7 >]
TO <AP>[,<HP>]...
'WITH GRANT OPTION]:
s TBX : FXIEERIEMN RV EHRIENIRT
T ERI P
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A GRANT:
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>HEENRAEE (BIE3FEOwner)
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®) WITH GRANT OPTIONFj

e WITH GRANT OPTION¥F4]:
—¥87E: AJLLEET
—SBEE: I eEfEE

* NRIVFEMR

Ul U2 U3 U4
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(511] & Student T PRIFL A UL

GRANT SELECT
ON TABLE Student

TO U1;
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Bl (22)

[51]2] FXFStudentFTFCourseFTREI L I PRIF
¥ F RU2F1U3

GRANT ALL PRIVILIGES
ON TABLE Student, Course
TO U2, U3;
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3] HEXFRSCHE IR TFEHF

GRANT SELECT
ON TABLE SC
TO PUBLIC,;
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(4] BEiFStudentRMBUFEFR
=i AFU4

S HYELPR

GRANT UPDATE(Sno), SELECT
ON TABLE Student
TO U4;

- R E?‘JE’J%BZH'JM@HHE%E tHEMR I‘?JIJ%

AP GG BBORZERE i 5 R 4R B




Bl (£2)

[55] #XTFRSCRIINSERTHPR#ZZ-FUSH F,
AV B LA PRI T H At A

GRANT INSERT
ON TABLE SC

TO US
WITH GRANT OPTION,;
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[#5]6] GRANT INSERT ON TABLE SC TO U6
WITH GRANT OPTION:

[E) 4 , UGHTA] LUS LR PR 2 U7 -
571 GRANT INSERT ON TABLE SC TO U7

BU7A GEBERBILLANR .
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EHBIUR (£2)

TRERTYS (1] B [H7] adallE, FE-RERRE
FEFR I PR EN TR

EURARR | NP A HIBEEXT R Z SVFRIBRIERB | BERFIIN
DBA Ul Xk &Student SELECT N BE
DBA U2 ¥k &Student ALL NBE
DBA U2 % Z&Course ALL gE
DBA U3 X% & Student ALL A BE
DBA U3 X %Course ALL N
DBA PUBLIC XE&SC SELECT A BE
DBA U4 Xk &Student SELECT N
DBA U4 B FStudent.Sno | UPDATE ANBE
DBA U5 X ESC INSERT BE
U5 U6 X ESC INSERT BE
U6 U7 X ESC INSERT N EE
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» PRI PR AT LA DB ASK E AR 124X &

REVOKEZEaW[a]

+ REVOKEIERIB—ARMEN
REVOKE <fUBR>[,<fBR>]...

[ON <X} R8> <R 7 >]

FROM <R P>[,<HP>]...

[CASCADE|RESTRICT]:
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[4518] | RUAE =4 =S I PR Y [E]

REVOKE UPDATE(Sno)
ON TABLE Student
FROM U4;
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REVOKE (%)

[1§'J9] W Bl B 8 F P33R SCRE IR PR

REVOKE SELECT
ON TABLE SC
FROM PUBLIC;
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[$110] 8 FUSKSCEFREVINSERTAX FRYX [E!
REVOKE INSERT

ON TABLE SC
FROM U5 CASCADE ;

+ 3§ FUSHYINSERTA BRI [E] Ay Bt B ub A1 2%
BX(CASCADE)Y[g]

» R4 RN [E] B fxuk a3 N USRS HIIBR
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REVOKE (%)

1T [HI8] B [F110] BiERIfE, FE-RERREFHAR
UPRE N R

AR E | HENARPE | BIEENRE | ATHRERE | e BERN
DBA Ul X &Student | SELECT e
DBA U2 X &Student | ALL A EE
DBA U2 X &Course |ALL ANEE
DBA U3 X Z&Student | ALL e
DBA U3 XZHCourse |ALL I~ gE
DBA U4 X% &Student | SELECT NI
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/NG5 :SQL R 1% BB AUL

- DBA: HIBFRBENRBIETBINR
— AEINPBREFARBRIA R

+ AFP: HBECEZ UM RIEIBEIBRIENIR
— GRANT: #&RFHAPR

+ WENHAR
— “RERTN” A BIRT

s FFBHFFHENNIRELER X EAHREVOKER
1L E
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RS EB (5E)

=.\ SIEHEERIHNR
DBAZE )32 F PETSCE)
CREATE USERIEA#E :
CREATE USER <username>

|WITH] [DBA | RESOURCE | CONNECT ]
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RS EB (5E)

HA BRI PR
A ERITHVERIE
CREATE |CREATE |CREATE TSREMEEE T
USER SCHEMA | TABLE ZF A FNHR LN
DBA A A A] A AJ LA A LA
RESOURCE | A8 1L AR LA AJ LA Al LA
CONNECT |AmIL AT L AT L ALl, {BASAER
I A PR

PR S AT TRIRIERT BR R
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- ABEENRNERSE
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CREATE ROLE <ffa%>

—.\ fameREN

GRANT <#¥PR> [, <#PR>] ...

ON <M RAEHI>HIRFZ
TO<me> [, <@e>] ...
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= 1A THEeNAEI AR
GRANT <@Afal1> [, <@Af2>] ...
TO <@AE3> [, <HP1>] ...

| WITH ADMIN OPTION ]

4. feEPREYY[E]
REVOKE <t¥PR> [, <#BR>1] ...
ON <ITZRAH> < HRZ>
FROM <> [, <fafa>] ...
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BAREAT (52)

[fF11] B A ERSEIF—EHNREF— 1P
LRI

1. HRE—TRAERL

CREATE ROLE R1;
2. RIGEAGRANTIER), EFAERIFABStudentzRAY

SELECT. UPDATE., INSERT#PR
GRANT SELECT, UPDATE,
ON TABLE Student

10 R1;

PR £ LR B Bt

F W) B

INSERT

g
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3. X1 AaRTE¥E, 5k, BB, Eibq]
HEAERIMESHEIBNER

GRANT R1
TO ¥, KB, X,
4, A PA— R 48 R 13 E Y E 493X 3R
REVOKE R1
FROM FE 3
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[(5112] FAERRPRIZEL
GRANT DELETE

ON TABLE Student

TOR1

[6113] AN ERYLE]
REVOKE SELECT

ON TABLE Student

FROM R1;
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BEEBLER (5£)
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HISELECTHURIZ T X, HiZzME LA
EEW PR T51cRA

1, BV HENRFERNMECS Student
CREATE VIEW CS Student AS

SELECT *
FROM Student
WHERE Sdept='CS’;
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2. EME Li#H—E X FIHR
GRANT SELECT
ON CS Student

TO £ ;

GRANT ALL PRIVILIGES
ON CS Student

TO 5khAA;
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[ f5]15] Rﬁ1‘%&SC§éﬁ$ﬁﬁi1@&SC$§iﬁﬂ'ﬂ
BRAEEITE I
AUDIT ALTER, UPDATE ON SC;

»+ NOAUDITIER]: HUHHINRE
[l16] BUEITSCRA—YIE T
NOAUDIT ALTER, UPDATE ON SC;
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— HITFEAR
+ BEFRUEFIThEE
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